Memorandum

CITY OF DALLAS
pate:  October 1, 2010
to:  Members of the Public Safety Committee

supect:  iwatch Dallas

Attached is briefing material on the “iwatch Dallas” to be presented to the Members of
the Public Safety Committee on Monday, October 1, 2010.
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Ryan S. Evans
First Assistant City Manager

Attachment

CC: Honorable Mayor and Members of the Dallas City Council
Mary K. Suhm, City Manager
Deborah Watkins, City Secretary
Tom Perkins, City Attorney
Craig Kinton, City Auditor
C. Victor Lander, Administrative Municipal Judge
Jill A. Jordan, P.E., Assistant City Manager
A.C. Gonzalez, Assistant City Manager
Forest E. Turner, Assistant City Manager
Jeanne Chipperfield, Chief Financial Officer
Helena Stevens-Thompson, Assistant to the City Manager Mayor/City Council

“Dallas Together, we do it Better”



IWatchDallas

Public Safety Committee
October 4, 2010




IWatchDallas — Defined

e A virtual crime watch community that provides:

— Incoming crime tips that are easily available to
1.3 million citizens through:
 Internet submissions
e Text tips through smart phones
* Telephone tips

— Education to citizens on how to submit
useable tips

— Outgoing communication with citizens for
crime alerts
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IWatch Lessons Learned

¢ “See Something Say Something” state
campaigns

e [Watch
— Counterterrorism centric
— Criticized for promoting racial or ethnic profiling

e [WatchDallas

— Street crime centric with an awareness that
street crime may have nexus to terrorism



IWatchDallas General Flow Chart
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IWatch Lessons Learned

 Must observe and comply with:
— Civil liberties
— Privacy guidelines
— Have identifiable criminal nexus

— 28 Code of Federal Regulation (CFR) Part 23
« Criminal Intelligence System Operating Policies

o Stakeholder input
— Focus groups
— Privacy groups



IWatchDallas Incoming Sources

* Internet Tips
— Located within DallasPolice.net
— IWatchDallas.net is a secure http site

— Will provide education

Auto related crimes (Chop Shops, Auto Theft, BMV)
Prostitution

Narcotics

Gangs

Burglary

Criminal Fences

Swindle

 Homeland Security

— May upload photos
 Will be branded with iWatchDallas logo



>uspiclious Activity Reporting 2
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HOME

Suspicious Activity Reporting ~ 214-671-4TI1P

see something say something

IWATCHDALLAS

= Submit a Tip Online Espaiiol

________________________________ = e g » Text a Tip at 214.999.9909

» Callin a Tip at 214.999.9999

Suspicious Activity & Behaviors Indicators - Auto Related Crimes

DRAFT COPY ONLY

In Texas a vehicle is burglarized every 2.5 minutes and stolen every & minutes.
Behavior that may indicate a potential car burglary or auto theft:

+ Person(s) looking inside vehicle windows or trying to pull on vehicle door handles. then
looking to see if anyone is watching them. This is suspicious at any location, but it is
particularly unusual activity in unattended parking lots and garages.

VIEW ARCHIVES + Bumping the vehicle to see if the vehicle has an alarm.

+ Someone breaking car windows or using tools to defeat the locking mechanisms to
enter the vehicle.

+« Someone taking items (GPS/Car Radios/Video Screens) from a vehicle and loading
them in an awaiting vehicle.

“Chop Shops™ are locations where stolen cars are stripped for parts. Here are some possible
indicators of a chop shop aperation:



“Chop Shops” are locations where stolen cars are stripped for parts. Here are some possible
indicators of a chop shop operation:

Wehicles being brought into a residential garage or yard but not leaving

Wehicles being “worked on” in the back yard of a private residence, especially at night
or in the early morning hours

A truck or trailer hauling off miscellanecus vehicle parts from a residence

Wehicles concealed by tall privacy fences (the fences provide anonymity) may indicate
a location is involved in a “chop shop™ operation.

Vehicles disassembled or missing parts that are located in storage or warehouse
locations might be an indicator of a “chop shop™

Dallas Police - Burglary of a Motor Vehicle tak...
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» Auto Related Crimes . Narcotics

» Gangs » Swindle
» Prostitution » Criminal Fence

» Burglary - Homeland Security




IWatchDallas Incoming Sources

e Text Tips
— Utilizes Tip Soft
— Donated by Safer Dallas Better Dallas
— Allows for anonymous tips and photo upload

— Downloadable apps for all smart phone OS;
Blackberry/RIM; Apple; Android; Symbian;
Windows Mobile

— Will reach approximately 5000 handset types

— App Iinterface iIs customized with DPD badge
and iIWatchDallas.net logo

10



IWatchDallas Downloadable Apps
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IWatchDallas Mobile App Flow

(alpha version 091510 ~ not for general release)

iWatchDallas Text Tips Mobile App Process Flow & Screen Caps
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Visitor has downloaded the Warning message to user to Visitor submits crime tip. Fallowing the click to submit
app to their phone and on-click,  notify citizen that iWatchDallas ~ System has already pre-built the message, a redirect
the app is launched. is not for emergency calls, massage for tipsoft systemina  message in the app displays a
declares the anonymous tip properly formatted database thank you to the citizen.
App then displays home page system and notifies the user assignment, and pre-selected
and user enters the app. this message is for the Dallas Dallas as the Agency to Subsequent message from
Police Department, and no receive the tip. Tipsoft will be sent to the
other agency. citizen, and Dallas Police may
use Tipsoft to communicate

with the Tipster.
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IWatchDallas Timeline and Promo

e Ongoing promotional efforts
 National Night Out October 5™

* Driving Traffic to IWatchDallas.net

— Links on related websites;
* Independent substation sites
e crime watch websites
 homeowner websites
 media websites
* hotel websites
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IWatchDallas Timeline and Promo

Ongoing promotional efforts
nvite Council involvement
_Ive chats; podcasts; additional videos

Promotion of Text Tips

— Must connect with text savvy users
» College Facebook

High School Facebook

Twitter groups

Entertainment venues

Retail participation
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Questions?
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